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(54) Gaming device identification method and apparatus 



(57) An electronic memory which cannot be modi- 
fied or erased, such as one-time programmable or add- 
only (OTP/AO) memory is used for storing direct or indi- 
rect indications of characteristics of a gaming terminal 
or its components. Preferably, a plurality of gaming ter- 
minal boards includes memory that has one or more 
rows of OTP/AO memory for storing information such as 
memory or board serial numbers, manufacture date, 
processor speed or type, software or hardware version 
numbers, and the like. Such information is preferably 
used in connection with assuring the appropriateness of 
modifications or configurations of the gaming terminal, 
such as downloading software or other software modifi- 
cation and/or changes to hardware configuration. 
OTP/AO information can be used in connection with 
verifying identity or characteristics of software or hard- 
ware, e.g. for warranty purposes. The non-erasable and 
non-mod iliabie nature of the information provides 
assurance that software downloads or other modifica- 
tions will not be inappropriate because of inadvertent or 
intentional misidentif ication of a component. 
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Description 



FIELD OF THE INVENTION 



SI n JiT Pr ^ em inv , ention relates ^ identification method and apparatus for use in identifying components of a 
£TS£!l? 88 3 8ta ! maChine * ^ flame machine ' teno machine and the ^. in pirticular Certification 
™7:^Z7£^^Z* n0n " eraSab ' e e,eCtr ° niC mem0ry W m8m0ry asTrnemory wrth^S 

BACKGROUND INFORMATION 

w^*" 1 ' CUrent 0aminQ machines 3/6 configured with electronic components, commonly mounted on one or 
n^oV^n^f^ 8 (PCBS) Many ^ e,ectronic cedents use pr^ramrning or other IrZStSn «oTe5^ 
memories. In at least one typical configuration, a gaming terminal or gaming machine will include a controller board a 
communicator board or module, and one or more so-called peripheral boards such as a display controller board' a 
m?^'^" nandler board, and the like. Typically one or more of the boards, such as. e.g.. the game 
^11^^' ? Pf ^! SSOr microprocessor) or other computer unit which often operates based on programming or 
other information (software or firmware) stored in a memory such as one or more electronically erasable programmable 
T < EEPROMS >- Su <* software or firmware may be programmed or stored in the memoJy ioetfo» 
during the manufacturing or assembly of the gaming device. Additionally, software or firmware may be provided to 
replace or supplement the software or firmware in a gaming device which is in operation (in the field), e.g. to update the 
r^h-^r"' 0 ' 1 ^ 88 addinQ neW ,eatures ' new Sames and the like, and/or to correct progrinminrerrors). 
"*?*Z£l mWafe ° r Software is transferred or "downloaded" from a source (which may be. e.g . a com- 

5££^:£2s: persond compu,er - ,aptop computer - and ,ne to •» ""«" * 

E2 31 < ^ Mnou 0 n x downloadi nfl from one computer to another is. in general, a process that is currently known, down- 
loading software or firmware to components of gaming devices presents particular problems not readily addressed by 
conventional downloading techniques and apparatus. 

10004] One feature applicable to gaming device downloading is the stringent regulatory oversight and control exer- 
SJSiSLF 1 ™? r ^ ulatorv authorities in many jurisdictions In many, and perhaps all. regulated gaming jurisdictions, 
downloading of software or firmware to a gaining terminal will not be permitted without some assurance that the new 
software or frmware will comply with local regulations. For example, a gaming regulatory authority in one jurisdiction 
.T? ^ assurance that downloading to. e.g.. update bill acceptor software will result in a machine having bill accep- 

Sn^wnSZ KM (8nd tot J*" i urisdicti °n (and will not. e.g.. run the risk of inadvertently and/or inten- 
tionally downloading bill acceptor software that was approved in a different jurisdiction, or not at all) 

numf L «Z!^£TT y foUnd 0,81 98min9 deviC6S ^ in a wWe <* configurations, such as employing 
nunwousdjttererrt types of processors, memones, game configurations, versions and types, peripheral hardwareand 
software and the like. Additionally, owing to differences in manufacturing dates, maintenance history and the like, gam- 
ing devwes are often encountered with a wide variety of different hardware and software components which may not be 

SSfS ( = m ?J diSCernable m,cu W from a visu al inspection of the gaming device, its components or 

operation For this reason, when it is desired to download software to a particular gaming terminal, it is typically neces- 
sary to select a particular software version for downloading, bearing in mind the types of software and hardware found 
on the particular gam.ng terminal, lest the newly-downloaded software is incompatible with the gaming terminal or 
resutts in operation which is not approved by a particular jurisdiction. Additionally, it is possible that the software or 
firmware which is to be downloaded is. in fact, already present on a particular gaming terminal so that the download 
process represents a waste of time and effort 

10006] In typical previous situations, in order to download software orfirmware to a gaming terminal, characteristics 
*f ^I?'" 9 term, nal and/or its components were determined manually, such as by visually inspecting the compo- 
nents and/or running tests of diagnostics on a component in an attempt to determine characteristics such as the version 
or type of a particular board, the processor speed associated with a particular board, the version of software or hard- 
ware components, and the like. Such manual determination of characteristics has. in the past, typically required a sig- 
nificant investment of time, especially when a relatively large number of gaming terminals are being programmed or re- 
programmed, and. to make matters worse, the time investment is typically made by relatively highly-trained personnel 
who nave the background and experience required to analyze the hardware/software components that are present 
5auch investment of time by relatively highly-trained personnel represents a significant expense involved in downloading 
information which, owing at least partly to the regulatory environment found for gaming devices, was previously believed 
to be largely unavoidable. Furthermore, it has been found that even relatively highly-trained personnel have a undesir- 
ably high error rate when attempting to determine characteristics heeded for a download, which may lead to inoperabil- 
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ity or improper operation of a gaming device, violation of gaming jurisdiction laws or rules and may require an additional 
investment of time to detect and/or correct such errors. 

P007J in addition to a downloading context identification of gaming device components or corrponent characteris- 
tics may be useful in the context of gaming device maintenance, service or warranty fulfillment For example, when 
determining whether a repair of a gaming terminal is covered by a warranty, rt may be necessary to determine when the 
gaming terminal was manufactured or when one of the components was manufactured or last repaired or revised. 
[0008] Another feature of many gaming devices which affects the manner in which revisions of software or f irmware 
(or hardware) can or should be performed is the fact that gaming devices are often configured to dispense money so 
that there is a potential for modifications or downloads to be intentionally performed in an unauthorized feshion in such 
a manner as to create unauthorized or improper payouts. This is a potential which is typically not present in many other 
types of downloads from one computer to another. Accordingly, it is important, not only to gaming regulatory authorities 
but also casinos or other game operators, to achieve a level of confidence that, not only will inadvertent (e.g. cross-juris- 
dictional) downloads be avoided, but there are procedures in place to avoid or prevent intentional or unauthorized down- 
loads. 

[0009] Accorcfingly, it would be advantageous to provide a method and apparatus for downloading by which the 
characteristics of a gaming terminal needed to avoid inadvertent or intentional irrproper downloads can be determined 
substantially automatically, i.e. while reducing, or, preferably, eliminating the need for manual characteristic determina- 
tion, visual inspection of machines, their components or operation and the like. It would be particularly advantageous 
to provide a download process which can obtain such gaming terminal or gaming terminal component characteristics 
so entirely automatically, i.e. using only computers or other machines and without the need for any human input or effort 
to accomplish such determination of characteristics. It would further be advantageous to provide such a system and 
method which would reduce or eliminate the potential for errors in, or unauthorized tampering with, the identification 
system. 

25 SUMMARY OF THE INVENTION 

[0010] The present invention includes providing gaming terminal or gaming terminal components with information 
usable for characterizing gaming terminal components, which is electronically stored in a memory or portion of memory 
which is add-only memory (AO) or one-time programmable (OTP) memory. By storing, in such memory, information 
which either uniquely identifies a component or identifies characteristics of a component, it is possible to configure a 
download system which can automatically obtain the information needed to perform a download while achieving a level 
of security required to make such automatic download feasible in view of the requirements of gaming regulators and/or 
game operators. In one embodiment, a game controller card and a plurality of peripheral cards are each provided with 
certain memory locations which contain information in a fashion that such information, as a practical matter, cannot be 
erased or changed. Such memory locations can be used to store, e.g., a unique serial number or other unique identifier, 
hardware characteristic information such as processor type or speed, vendor identification, date of manufacture, and 
the like. In this way. before downloading information to a gaming terminal, it is possible to automatically (substantially 
without human intervention or effort) verify that the download will be proper, such as to verify that the jurisdiction for 
which the gaming terminal is configured (or where the casino or other purchaser is located) is the same as the jurisdic- 
tion for which the new software has been approved, to verify that the clock speed and/or data transfer speed for which 
the new software is designed (or at which the download is to take place) is compatible with the clock speed of the gam- 
ing terminal or its component, that the software to be downloaded is known to be compatible with other^software and/or 
hardware on the gaming terminal that will remain in place, and the like. 

45 BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] 



30 



35 



40 



SO 



55 



Figs. 1 A and B are block diagrams depicting components of multi -terminal gaming or production systems, including 
components of a gaming terminal of a type which may be used in connection with the present invention; 
Figs. 2A and B are block diagrams illustrating examples of memories which may be used in connection with an 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

[0012] Although the present invention can be used in connection with many types of gaming terminals, either as 
stand-alone devices or coupled in any of a number of different multi-terminal configurations, Fig. 1 A depicts one exam- 
ple of a gaming terminal 11 2a coupled, along with other gaming terminals 1 12, via one or more local controllers 114 
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a,b,c to a central computer 116. In the embodiment of Fig. 1 A, gaming terminal 11 2a (and, typically, all gaming termi- 
nals in the group) includes a game controller board 122 which will typically include, among other items, a microproces- 
sor and a memory such as an EEPROM storing programming and/or other information for controlling operation of the 
controller board 122. Typically the hardware and software of the game controller board 122 will contain information or 

5 programming defining the type of game and making determinations of local win/loss outcome (as opposed to, e.g., non- 
local, progressive win/loss outcomes) for the gaming terminal 1 12a Because of the central role of the game controller 
board 122 in determining game win/loss and, thus, in determining any monetary payout it is particularly important to 
assure the presence of the correct software for the game controller board e.g. to avoid improper or inconect payouts 
and to assure compliance with local regulatory authorities. 

io [001 3] Although it is possible to combine numerous functions onto a given board, typically numerous boards will be 
provided in a gaming terminal for forming a plurality of functions, in the depicted embodiment, the game controller board 
communicates with a communications board 124 which provides information to and, receives information from a local 
controller 114a and/or central computer 116, for purposes such as monitoring use and performance, assuring compli- 
ance, performing accounting and similar functions, and facilitating implementation of progressive or other multi-terminal 

75 based games or prizes. In one embodiment, the communications board 124 includes one or more ports by which a lap- 
top 128 or other computer may be coupled to the gaming terminal 112a for, among other purposes, downloading as 
described more fully below. 

[0014] In the embodiment of Fig. 1 A, a plurality of peripheral boards 128a-d communicate with the game controller 
board 122 and control various peripheral devices for performing various functions such as bill acceptor functions 132a, 

co coin handling functions 134a, 132b, video functions 132c and audio output functions 132d. In many configurations, 
some or all of the peripheral and other boards 1 28a-d, 124 will contain memories, such as flash memory, EEPROMs or 
other devices for storing software or firmware controlling their functions (such as by containing software or firmware for 
running on microprocessors or other computing devices on such boards). In the strict regulatory environment for many 
gaming devices, it is typically necessary to provide assurance that only approved and proper software is used in the 

25 peripheral and other boards, (in addition to that provided on the game controller board). 

[0015] In typical previous devices, the boards provided in a gaming terminal are secured from casual or unauthor- 
ized inspection or access such as by being housed in a normally-locked cabinet portion of the gaming terminal. Thus, 
in previous systems when it was desired (as described above) to (manually) verify the type or characteristics of boards 
on a gaming terminal (e.g. prior to a download or other updating purpose or lor warranty or service purposes) it was 

30 typically necessary for a relatively highly trained worker to inactivate a gaming terminal, unlock the cabinet portion, and 
physically inspect (often involving removal of) one or more of the boards 122-128 of a gaming terminal 1 12a. Depending 
on the nature of the work to be performed, the skilled personnel may need to rely on experience and knowledge to rec- 
ognize and distinguish different boards based on their appearance and/or notations, markings or indicia provided on 
boards and/or perform tests or diagnostics on the board to obtain the necessary information regarding characteristics 

35 of the board and/or its identity or history. 

[0016] Fig IB depicts a system usable in subassembly or final assembly downloading, e.g., in a gaming terminal 
manufacturing environment Fig. 18 includes a plurality of computers such as workstation computers, network server 
computers, and/or PC-type computers coupled by network lines such as fiber optic lines 152 in a manner well-known 
to those of skill in computer network technologies. 

40 [0017] At various stages in employing the system of Fig. 1 B, programming data or other information is stored in a 
number of different storage systems such as data bases (typically providing storage on hard drives or other well-known 
storage media). In the depicted embodiment, information, during program design process, is held in an engineering 
database 154. And software and firmware engineers use and modify such information via computers 156, 158 having 
at least indirect access to engineering database 154. Preferably, programs or other data which are still in the develop- 

45 ment phase are restricted to the engineering database 154 and are not stored in other databases. At some point, engi- 
neering will release the program or other information to product assurance 162 which, after review, will submit the 
programming or data (e.g. via writing on a CD 164 to a gaming jurisdiction for approval. After the program or data is 
approved by the gaming jurisdiction, the program is copied to a production download server 166 and, preferably, stored 
in a released database 168. Information about the approved program is provided to a customer order system 172 and 

so other systems such as engineering 174a and product assurance 174b. Although released programs may be provided 
in various forms such as on CD ROM 176 via a CD duplicator 176b. Fig. 1B also illustrates a system for downloading 
programming data or other information as part of a gaming terminal assembly or fabrication system. The programming 
or data may be loaded onto boards or other subassemblies 1 78. e.g. via a translator/power assembly 1 82 and download 
terminal 184 or may be loaded into one or more gaming terminals 186a.b. e.g. via connection to a communication board 

55 for downloading, in turn, to target peripheral devices or other subassemblies within the gaming terminals 186a. 186b. 
e.g. via a download terminal 188. 

[0018] As with downloading in the field, as depicted in Fig. 1 A. downloading on the fabrication or assembly line, as 
depicted in Fig. 1B in the strict regulatory environment for many gaming devices, it is typically necessary to provide 
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assurance that only approved and proper software and data is used in the gaming terminals, including peripheral and 
other boards (in addition to that provided on, e.g. , the game controller board). Depending on the nature of the download, 
it will be advantageous, in performing assembly line downloading, to recognize or distinguish different boards, e.g. to 
obtain information regarding characteristics of the Board and/or its identity or history 
s [0019] According to an embedment of the invention, automation of the step of obtaining gaming terminal compo- 
nent characteristics is enabled or facilitated by including, on one or more of the gaming terminal boards or other com- 
ponents, an electronic memory device, e g., of the type depicted in block diagram fashion, in Figs. 2A or 2B. 
[0020] In the embodiment of Fig. 2A, a memory device such as an EEPROM 212 is provided with a plurality of 
memory locations 214 which are preferably of a type which may be programmed or written-to many times. The memory 
io device 212 is also provided with at least some memory locations 216 (such as a one or more rows of memory) which 
are configured such that they cannot be erased or changed after they have been written to or programmed. In the 
embodiment of Fig. 2A, the memory locations 21 6 are write-once or one time programmable (OTP) memory, meaning 
that after any of the program locations in the memory region 216 have been written to or programmed, subsequently 
none of the memory locations in the memory region 21 6 can be changed or erased. One example of this type of mem- 
is ory is that sold under Model No. M34R32 available from S.Q.S. Thomson. This device provides 4096 bytes of EEPROM 
space 214 with an additional 32-byte OTP row 216. 

[0021] Rg. 2B depicts a type of memory having a plurality of programmable memory locations 214 and a region of 
memory 218 (such as a row of memory) which is add-only (AO) memory. In add-only memory, it is possible to write to 
or program some of a plurality of memory locations 222a-222f, without writing to other* In the add-only row 218, after 

so any memory location or group of locations 222 have been written to or programmed, those same memory locations can- 
not thereafter, be changed or erased. However, memory locations in the row 218 which have not been previously writ- 
ten to or programmed can be. later, written to or programmed (once) even after a process of writing to or programming 
other memory locations in the same region or row 218. For example, in add-only memory, it is possible to program, ag., 
a first memory location 222a at a first time such that the first memory location 222a cannot thereafter be changed or 

2S erased after said first time, but to still permit programming or writing to. e.g. a second (previously unprogrammed) mem- 
ory location 222b at a second time, after said first time, such that the second memory location 222b cannot be changed 
or erased after the second time. In this way. as long as there remain memory locations in the add-only region 218 which 
have not previously been programmed or written to. it is possible to add further information to the add-only region 218. 
However, although it is possible to add information to the region 218 (as long as unprogrammed space remains) it is 

30 never possible to erase or change information once it has been written to the add-only region 21 8. One example of add- 
only memory is available from Dallas Semiconductor. 

[0022] According to an embodiment of the invention, OTP or add-only (OTP/AO) memory is provided in each gam- 
ing terminal, preferably on at least one board of each gaming terminal (such as the game controller board) and, typi- 
cally, on one or more peripheral boards 128a-128d or other boards or components. It is possible to provide for systems 
35 in which some gaming terminals 1 12a are provided with OTP/AO memory while others e.g. 1 12c are not (e.g. when, in 
the context of a networked casino system, some gaming terminals have been upgraded or replaced while others have 
not). 

[0023] There are three major procedures or steps in connection with using such OTP/AO memory in embodiments 
of the present invention: storing the desired information onto the OTP/AO memory, reading or retrieving the information 

40 stored in the OTP/AO region, and using such retrieved information, e.g. for secure downloading. These processes 
involve communicating information between the OTP/AO memory and an external (to the gaming terminal) device (typ- 
ically one or more computers 1 16,1 28). Although it would be possible to configure a system in which a gaming terminal 
contains only a single OTP/AO memory device which stores information relative to a plurality of different hardware com- 
ponents (such as identifying two or more different boards 122a-128d) it is preferred to provide a separate OTP/AO 

45 device on each separate board. In this way, changes to hardware (or, in some configurations, software) can be recorded 
directly on the changed component so that when components are physically removed (such as "swapping in* a new 
board) and/or modified (such as by changing jumper connections on a board) information relating to the identity and/or 
configuration of that board, stored on the on-board OTP/AO memory, will "travel with" the board. 
[0024] Although it would be possible to configure a gaming terminal go thai two or more boards (such as each 

so board having an OTP/AO memory) were provided with a port or other connection specific to that board, to facilitate 
reading the OTP/AO memory of that board, preferably, the gaming terminal is provided with one or more system ports 
126 or similar communication connections 127 through which it is possible to obtain or transmit information relating to 
any of a plurality of OTP/AO memories in the gaming terminal (e.g. via gaming terminal buses or other internal commu- 
nication links 130 a-f). The ports 126,127 may be provided on any of a number of gaming terminal components includ- 

55 ing the game controller board 122, but are preferably included in a separate communications board 124. 

[0025] The information stored on the OTP/AO memory may indicate characteristics of the board's (or other compo- 
nent's) hardware or software either directly or indirectly. The information may indicate characteristics directly by, ag., 
storing information in either coded or human readable (e.g. ASCII character form) which identifies such characteristics 
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such as storing board or download dock speed, board processor type and the like. An example of information which 
indirectly indicates hardware or software characteristics of the board or component includes storage of an EEPROM 
serial number (which, e.g., may be used as an index into an off-board database which stores characteristics corre- 
sponding to such serial number). It is possible to store both direct and indirect indicators of characteristics on an 
5 OTP/AO memory. It is also possible to store information which has both indirect and direct uses. For exanple. storrtg 
a date of manufacture on an OTP/AO memory may be used as all or part of an index into a database to determine other 
board characteristics and/or may be used directly, where the date of manufacture is itself a relevant characteristic (such 
as for warranty or repair purposes). 

[0026] Information may be stored into OTP/AO memory in a number of fashions In one embodiment some or all 
io of the information stored in the OTP/AO memory is stored at the time of memory manufacture, by the memory fabrica- 
tor. Examples of information that may be stored in this fashion include memory serial (or other preferably unique) num- 
bers and/or date of manufacture. Some or all information stored in an OTP/AO memory may be stored at the time of 
board manufacture (rather than memory manufacture) and/or may be stored at the time software is initially downloaded 
or programmed into a gaming terminal (or components thereof). Examples of information that might be stored in this 
75 fashion include board (rather than memory) serial number or version numbers, dock speed, processor type, software 
indicators or version numbers, date of assembly (board assembly or gaming terminal assembly) and/or an indicator of 
(initial) gaming regulatory jurisdiction (e.g. to distinguish a board intended for a first country or state from that intended 
for use in a second country or state). 

[0027] Some or all of the information stored on OTP/AO memory may be stored at the time a gaming terminal is 

20 sold to, shipped to or received at a particular customer location or gaming jurisdiction. Some or all information stored in 
the AO memory may be stored when a gaming terminal component is revised, repaired, updated, reconfigured or the 
like (including both software and hardware revisions). Preferably, the information stored in OTP/AO memory includes 
information that can be used for error or data integrity checks such as cyclic redundancy check (CRC) information, one 
or more parity bits or the like. In the case of write-only or one-time programmable memory, the error/data integrity check 

25 information is written when the memory is initially programmed. In the case of add-on memory, error checking or data 
integrity information may be stored (in a previously unprog rammed AO memory location) each time additional informa- 
tion is stored in the add-on memory. The provision of error checking or data integrity information is particularly useful or 
necessary in providing the capability of downloading to gaming terminals (e.g. in order to provide the desirable or 
required confidence that inadvertent or intentional changes are not made to a gaming terminal in such a fashion as to 

30 result in gaming terminal operation which is out of compliance with local gaming regulations). For example, in the 
absence of an error or data integrity check, it might be possible that a memory read error would permit downloading of 
a program configured for a first jurisdiction, into a machine located in a second jurisdiction (e.g. because, the laptop 128 
or other source of download programming selected the "wrong" program or downloading based on incorrect informa- 
tion), rt is believed that providing error or data integrity check information in OTP/AO memory will assist in preventing, 

35 or at least reducing the likelihood of, this type of improper download. 

[0028] Table I provides one example of a set of information that may be stored in OTP/AO memory according to one 
embodiment of the invention In one embodiment, data stored in the OTP row and/or in the ROM are stored in little 
endian format In the example of Table I. items indicated having a potential use of "revision contror are, in at least one 
embodiment, used during download operations. Preferably the EEPROM serial number is a number which is unique for 

40 each EEPROM (at least for a given vendor and purchaser). The communications ID, may be. e.g. used by the board 
firmware for providing communication to a host computer. The platform and target information may be used in connec- 
tion with, e.g., host to terminal download communications. The vendor ID may be a code used for identifying the vendor 
of the EEPROM. The clock speed may be used in connection with allowing the peripheral board firmware to communi- 
cate with a host computer. Preferably the CRC is used by the board firmware to validate the OTP data before its use. 

45 [0029] In addition to the data defined in the OTP row. according to one embodiment, the first 20 bytes as of the 
EEPROM normal memory space will be used for storing, e.g., printed circuit board serial number information of the 
peripheral board, e.g., stored in ASCII format Preferably, two bytes of CRC information is also provided. To protect this 
information from corruption, preferably the first sixty-four bytes of the EEPROM space is configured as read only mem- 
ory (ROM). 

so 



Table I 



OTP Row Memory Allocation 


Starting Address 
(hexa- decimal) 


Bytes 


Format 


Description 


Potential Uses 


0x00 


4 


Binary 


EEPROM serial number 


Revision Control 
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Table I (continued) 



OTP Row Memory Allocation 


wldruny AQOroSS 

(hexa- decimal) 


Bytes 


Format 


Description 


Potential Uses 


UXU«* 


1 


Binary 


Communications ID 


Used at Powerup for Intra-Game Com- 
rrunicatons 


uxuo 


7 


ASCII 


Date of manufacture 


Warranty/Service/Revision Control 


uxuo 


2 


Binary 


Platform and target 


Intended Use 


OxOE 


8 


ASCII 


voiwm iu 


wai ioj iiy/uu/oervtce 


0x16 


1 


Binary 


Clock Speed 


Used at Powerup for Intra-Game Com- 
rrunication 


0x17 


1 


Binary 


Processor Type 


Used at Powerup for Intra-Game Com- 
munication 


0x18 


6 




Reserved for future use 




0x1 E 


2 


Binary 


2-byte CCITT CRC 


Error/Data Integrity Check 



[0030] Although it is contemplated that the gaming terminal component characteristic information stored or indi- 
cated in the OTP/AO memory will be particularly useful in connection with download of information, (as described more 
fully below). It is also believed that the information may be useful in other contexts. Examples of other uses for OTP/AO 

25 information according to embodiments of the present invention, include providing the ability of gaming regulators to ver- 
ify (e.g. on a random basis or for specific regulatory purposes) that a gaming terminal is configured properly for a par- 
ticular jurisdiction, allowing personnel responsible for maintaining, repairing or updating gaming terminals to verify that 
a particular gaming terminal includes particular components, uploading information regarding gaming terminal corrpo- 
nents e.g. as part of a trouble report, inventory or tracking procedure, verifying characteristics, such as manufacture or 

30 sale date, of a gaming terminal or components thereof in connection with making decisions on warranty coverage and 
the like. ' 

[0031 ] Regardless of the purpose for reading information stored on an OTP/AO memory in a gaming terminal, the 
reading procedure will, at least in one embodiment, include sending a read command ag. from a laptop 128 or central 
computer 1 16 via a port 126,127 to a communications board 124. (with the command typically either specifying that all 

35 OTP/AO memories should be read or specifying which board or OTP/AO board memory should be queried) and send- 
ing a read command (e.g. over a control line or a portion of communication bus 130) which contains or indicates read 
addresses for one or more OTP/AO memory portions. The commands may be configured to retrieve selected 
(addressed) portions or fields of the OTP/AO memory or may be configured to return the entire OTP/AO contents (e.g. 
a OTP/AO "row" of memory). In one embodiment, it is preferred to always return the entire contents of OTP/AO memory 

40 (particularly in the case ol add-on memory) e.g. to help ensure that there has been no intentional or inadvertent storage 
of incorrect or misleading information in OTP/AO memory. For example, if a new (previously unprogrammed) field of an 
add-on memory has been programmed to reflect a new jurisdiction (i.e. a jurisdiction different from the original gaming 
regulatory jurisdiction programmed in the AO memory) reading the entire row would aJert the download software that 
there has been a change in jurisdiction (and, if desired, prompt a check of the database to verify that this change in 

45 jurisdiction was correct and/or authorized), whereas reading only the newest or most recent fields of AO memory could 
result in downloading an unauthorized program (e.g. a program authorized only for a different jurisdiction). Thus, in a 
procedure where only the most recently programmed fields are read, there might be no indicator that the jurisdiction 
information may have been tampered with or inadvertently modified. 

[0032] Hardware or software characterizing information read from the OTP/AO memory can be used in a number 
so of fashions. In one embodiment, the information is used in downloading software to a gaming terminal (or components 
thereof). Procedures for downloading can be similar to those described e.g., in U.S. patent application number 

— , attorney file no. 3735-923 titled "Method for downloading data to gaming devices" filed on the 

even date herewith, and/or Serial No. (attorney file number 3735-905-CON), filed June 1. 1998 

which is a continuation of Serial No. 08/600.311 (attorney file number 27224-90500) for "Perpheral Device Download 
55 Method and Apparatus" filed February 12, 1996. all incorporated herein by reference. 

[0033] The present invention can be used in connection with a process that involves loading information, received 
from an external device (such as a central computer) by a computing device (such as the microprocessor on the con- 
troller board) to a target which may be a gaming terminal component, including one or more peripheral devices. In this 
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way it is unnecessary to have separate ports on each board for direct-access to the peripheral devices (or other gaming 
terminal components) or related memories, thus making the process of updating the programming for peripheral 
devices or other gaming terminal components less time-intensive and less labor-intensive. In one embodiment, an 
ijxteted or modified program is received in the gaming terminal from an external device (such as a hand-held or port- 
able device or a central computer coupled via a communications link) and is downloaded or passed-through from the 
controller board to one or more coupled peripheral devices. Preferably, the programming information is downloaded in 
such a way as to reduce or minimize the amount of down time or inconvenience to players. In one errtodiment when 
the new program is downloaded from a central computer to each gaming terminal, the method avoids disabling all gam- 
ing terminals at the same time, such as by waiting until the gaming terminal is idle tor a predetermined period before 
downloading or by cycling through various gaming terminate or groups of gaming terminals so that a relatively small 
number of the gaming terminals are disabled (for reprogramming) at any one time. When reprogramming of two or more 
peripherals attached to a given gaming terminal is desired, in one embodiment the new prog*amming information for 
each device to be reprogrammed is downloaded to the gaming terminal and the gaming terminal begins downloading 
the information to the attached peripherals preferably only after all information has been downloaded to the terminal. In 
this way. only a single session of downloading to the gaming terminal is needed in order to provide eventual updating 
of two or more coupled peripherals or other components. In situations in which security is a concern, such as systems 
in which money handling occurs (ej^ gaming terminals, lottery terminals, and the like), it may be useful for the infor- 
mation to be encrypted when it is transferred to the computing device and is decrypted preferably in the gaming termi- 
nal. In one embodiment the invention includes providing at least a first memory in a gaming terminal as a 
programmable memory; transmitting first information from an external source to the gaming device; transmitting the f rst 
information for receipt by said peripheral device; storing the first information in the first memory; arxJ using the first infor- 
mation during operation of the peripheral device. Preferably such a method includes identification of the gaming termi- 
nal hardware or software, preferably using one or more memory devices which have identifying and/or characteristic- 
indicating information stored in non-erasable, non-modifiable memory, such as OTP/AO memory. 
[0034] Downloading can be performed locally (e.g. by connection of a laptop 1 28 or other computer to the commu- 
nications board 1 24 of a gaming terminal 1 12a or remotely from a local controller 1 14a or central computer 1 1 6. Pref- 
erably the downloading includes verifying the propriety of the software to be downloaded and/or verifying or adjusting 
download procedures (data transfer rate, error detection/correction procedures and the like) so that the download will 
result in a gaming terminal that is appropriately configured and operates as desired. Preferably, it is the source compu- 
ter 128. 1 16 which performs such verifying. It is noted, however, that while such source-based checking will assist in 
eliminating or reducing the occurrence of, e.g. inadvertently inappropriate downloads, it might be possible to configure 
a laptop 128 to purposely download incorrect or inappropriate software. Accordingly it would also be possible to con- 
figure the destination (the gaming terminal) in such a way that it will actively block or prevent downloading of software 
unless the software to be downloaded is identified by the destination (gaming terminal) as appropriate (based, at least 
in part, on information stored in OTP/AO memory). In this way. if an attempt was made to download a version of gaming 
software which. e.g., did not include a properly encrypted password for authenticating that the proposed download soft- 
ware has been approved by the appropriate gaming regulatory authorities, the gaming terminal 1 12a would, preferably, 
bock or prevent the downloading of such software. 

[0035] Another example of a use of information read from OTP/AO memory in a gaming terminal is to verify war- 
ranty coverage for servicing or repair of a gaming terminal. For example, if a particular gaming terminal was covered by 
a one-year warranty, it would be possible to configure the system such that a service person could determine the date 
of sale or delivery of a gaming terminal (or a component thereof), either directly or indirectly, based on information read 
from OTP/AO memory. As noted above, particularly in the case of AO memory, it is useful to configure a system to 
always read the entire memory row, e.g. to avoid a situation in which a new AO memory field is written with an incorrect 
sale date indicator (either inadvertently or intentionally). 

[0036] Another situation in which information stored in OTP/AO memory may be used includes the manufacturing 
process and in particular the management of software downloading as part of a gaining terminal manufacturing proc- 
ess. An example of a use of component identification in connection with such management is described, e.g., U.S. pat- 
ent application no. _ (attorney file no. 3735-925) titled "Program Management for Downloadable 

Devices*, filed on even date herewith and incorporated herein by reference. Briefly, information stored in OTP/AO mem- 
ory can be used in a number of such management procedures including verifying that the hardware present in a partic- 
ular gaming terminal or component is compatible with a particular download procedure (e.g. a download bit rate or error 
detection/correction procedure) and/or that the software is compatible with or appropriate for the hardware (or other 
software) present in the gaming terminal or component (e.g. the software is compatible with the particular microproc- 
essor present in the gaming terminal or component). Furthermore, information in OTP/AO memory may be used at the 
completion of the gaming terminal assembly (and/or intermediate assembly stages) to verify that the various compo- 
nents of the gaming terminal are compatible with one another (e.g.. the gaming terminal does not have a bill acceptor 
appropriate for a first jurisdiction and a coin handler board appropriate tor a second (different) jurisdiction) and/or the 
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components and software in the gaining terminal are configured as desired (e.g. are approved for the gaming jurisdic- 
tion for which the gaming terminal is being built), includes the correct game software (e.g. does not download a poker 
game software when the terminal was intended to be a slot machine) and has the correct (typically most recent) version 
of software appropriate for the configuration of the gaming terminal. Additionally, information read from OTP/AO mem* 

5 ory may be used in the management procedures to store appropriate information in a database. As noted above, in 
some configurations, a database is used to provide information about a gaming terminal, its configuration, components 
or history with such information being indexed, in the database, by information obtained from OTP/AO memory (e.g. a 
memory serial number or similar identifier number). Accordingly, as a gaming terminal is assembled, it is preferred, in 
at least this configuration, to read information from OTP/AO memory of the gaming terminal and its components, and 

io store such information in a database, preferably in a fashion to achieve the desired database indexing or similar func- 
tion. 

[0037] In light of the above description, a number of advantages of the present invention can be seen. The present 
invention provides a way to identify a gaming terminal or its components in such a fashion as to substantially guard 
against inadvertent or intentional alterations (e.g. so as to increase the likelihood that gaming regulatory authorities will 

is approve certain manufacture, assembly, repair and/or download procedures, particularly those which are at least par- 
tially automated and/or remote) by providing automatically accessible identification or characteristic information as part 
of the physical structure of the gaming terminal or component (e.g. as part of a memory mounted on a gaming terminal 
board). Preferably, the information travels with the gaming terminal or component and thus is automatically present and 
correct regardless of any changes (such as replacement of one or more boards of a gaming terminal). Because the 

20 information can be electronically programmed or stored (once only), the particular information which is provided or 
stored can be tailored to accommodate the contemplated use of the information (e.g. different manufacturers and/or dif- 
ferent models or model lines of a given manufacturer may involve storing different information and/or storage in different 
formats). Because the stored information is provided electronically (rather than, eg., provided as information printed or 
written on a circuit board) the likelihood of inadvertent or intentional modification of such information is lessened. 

25 [0038] A number of variations and modifications of the invention can also be used. In general, it is possible to use 
some aspects of the invention without using others. For example, it is possible to provide non-erasable and non-modi- 
fiable information in connection with downloading software without providing information usable for or used with war- 
ranty verification. It is possible to store information in an encrypted or otherwise modified form. In one embodiment, 
some or alt of the information which is used (e.g. in connection with downloading warranty verification and the like) 

30 and/or output from the device is stored in other memory or memory portions, such as normal EEPROM memory 214, 
e.g. with OTP/AO memory being used only for permitting access and/or verifying such memory (e.g. by providing an 
encryption key/decryption key, data integrity check information or the like). Although the non-erasable/modrfiable mem- 
ory is disclosed as being a portion of. or coupled to, normal EEPROM memory, it may be provided as a separate com- 
ponent or may be coupled to other types of memory. Although examples are provided in which a single row of OTP/AO 

35 memory is provided, more or fewer OTP/AO memory locations may be used. 

[0039] In one embodiment, the gaming terminal is configured such that if an attempt is made to download certain 
types of improper software, the gaming terminal will be placed in an inoperative mode and/or notification of the attempt 
will be output e.g. to a local controller 1 14 or a central computer 1 16. Although, as noted, above, there are advantages 
to providing storage of characteristic-indicating information in electronic form, in one embodiment, information relating 

40 to characteristics (e.g. serial number, manufacture date or the like) may be stored or presented in optical (e.g. machine 
readable, bar code, or human readable form) e.g. on one or more of the gaming terminal boards. In this case, it may be 
useful to include a step which involves comparing the optical characteristic indicator with electronically-stored charac- 
teristic indicators. 

[0040] The present invention, in various embodiments, includes components, methods, processes, systems and/or 
45 apparatus substantially as depicted and described herein, including various embodiments, subcombinations, and sub- 
sets thereof. The present invention, in various embodiments, includes providing devices and processes in the absence 
of items not depicted and/or described herein or in various embodiments hereof, including in the absence of such items 
as may have been used in previous devices or processes, e.g. for achieving ease and reducing cost of implementation. 
[0041] The foregoing discussion of the invention has been presented for purposes of illustration and description, 
so The foregoing is not intended to limit the invention to the form or forms disclosed herein. Although the description of the 
invention has included description of one or more embodiments and certain variations and modifications, other varia- 
tions and modifications are within the scope of the invention, e.g. as may be within the skill and knowledge of those in 
the art, after understanding the present disclosure It is intended the appended claims be construed to include alterna- 
tive embodiments to the extent permitted. 

Claims 

1. A method for downloading programming to a gaming terminal from a remote she. wherein said programming can 
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appropriately be downloaded only to a gaming terminal with components having at least a first set of characterise 
tics, the method comprising: 

providing a gaming terminal having at least a first circuit board with a memory, at least a portion of which is 
5 non-erasable memory; 

storing in said non-erasable memory, at least first information indicative of characteristics of said first circuit 
board; 

transmitting said first information from said gaming terminal to said remote site; 

downloading said information only if said characteristics of said first circuit board match said first set of char- 
io acteristics. 

2. A method, as claimed in daim 1 , wherein said non-erasable memory is one-time programmable memory. 

3. A method as claimed in daim 2 wherein said step of transmitting comprises transmitting all programmed portions 
is of said one-time programmable memory. 

4. A method, as daimed in daim 1 , wherein said information indicative of characteristics of said first drcuit board 
includes information selected from the group consisting of 

20 memory serial number 

an Identification number 
date of manufacture 
platform 
target 

2S vendor identification 

board clock speed 
processor type. 



5. A method, as claimed in daim 1, further comprising: 

30 

using said information indicative of characteristics of said first circuit board to identify a gaming jurisdiction 
location of said gaming terminal: and 

downloading said programming only if said programming has been approved for said gaming jurisdiction. 

35 6. A method, as daimed in claim 1 wherein said step of providing comprises providing an EEPROM which is config- 
ured with a row of one-time programmable memory. 

7. A method, as claimed in claim 1 , wherein a plurality of programs is stored at said remote location and further com- 
prising using said information indicative of characteristics of said first circuit board to select a program for down- 

40 loading to said gaming terminal. 

8. A method, as daimed in claim 1 , wherein said step of transmitting is performed in response to a query sent from 
said remote location to said gaming terminal. 

45 9. Apparatus usable for downloading programming to a gaming terminal from a remote she, wherein said program- 
ming can appropriately be downloaded only to a gaming terminal with components having at least a first set of 
characteristics, the apparatus comprising: 

at least a first circuit board in said gaming terminal having with a memory, at least a portion of which is non- 
so erasable memory, at least first information indicative of characteristics of said first drcuit board stored in said 

non-erasable memory 

means for transmitting said first information from said gaming terminal to said remote site; 

means for downloading said information only if said characteristics of said first drcuit board match said first set 

of characteristics. 



55 



10. Apparatus, as claimed in daim 9 wherein said memory comprises read-only memory. 

11 . Apparatus, as claimed in claim 9 wherein said memory comprises EPROM memory. 
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12. Apparatus, as claimed in claim 9, wherein said non-erasable memory is one-time programmable memory. 

13. Apparatus as claimed in claim 12 wherein said meas for transmitting transmits afl programmed portions of said 
one-time programmable memory. 

5 

14. Apparatus, as claimed in claim 9, wherein said information indicative of characteristics of said first circuit board 
includes information selected from the group consisting of 

memory serial number 
'<> an Identification number 

date of manufacture 
platform 
target 

vendor identification 
»s board dock speed 

processor type. 

15. Apparatus, as claimed in claim 9, further comprising: 

20 means for identifying a gaming jurisdiction location of said gaming terminal using said information indicative of 

characteristics of said first circuit board; and 

means for downloading said programming only if said programming has been approved tor said gaming juris- 
diction. 

25 16. Apparatus, as claimed in claim 9. wherein a plurality of programs is stored at said remote location and further com- 
prising means for selecting a program for downloading to said gaming terminal, using said information indicative of 
characteristics of said first circuit board. 



30 



35 



40 



17. Apparatus, as claimed in claim 9, wherein said first circuit board is a game controller board; 

18. Apparatus, as claimed in claim 9 wherein said first circuit board is a peripheral controller board. 



45 



50 
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